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Introduction 

In February 2016, we issued our first guidance on cyber-enabled ships: “Deploying Information 
and Communications Technology in Shipping – Lloyd’s Register’s Approach to Assurance”. This 
identified the elements that constitute a cyber-enabled ship and the activities that need to take 
place to ensure that cyber technology does not introduce a safety risk.  
 
This ShipRight procedure follows on from that initial guidance and should be read in 
conjunction with it. It provides Lloyd’s Register’s (LR’s) framework for accepting cyber 
technology at varying levels of autonomy – from ships with the most basic decision support tools 
to vessels that are fully autonomous – identifying the assessments, processes and considerations 
that need to be followed. This framework is illustrated in the flow diagram in Appendix B on 
pages 21 and 22.  
 
Generally, cyber-enabled installations are to comply with LR’s Rules and Regulations for the 
Classification of Ships; we may also apply relevant LR Rules from other rule sets. For cyber-
enabled systems where it is not appropriate to use prescriptive rules, LR will take an integrated, 
risk-based approach to demonstrate that risks have been mitigated to a tolerable level – 
commonly referred to as ‘As Low as Reasonably Practicable’ or ‘ALARP’.  
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1. Assigning an autonomy level and using the flow 
diagram 

For a cyber-enabled ship, an autonomy level (AL) is to be assigned at as early a stage as possible, and is 

matched to the extent that the design will use smart ship capabilities. This minimises costs and ensures that 

risks to safety and to business needs are identified and mitigated.  

There are seven ALs available to choose from, including a manual level (AL 0). These are described here and 

also shown in the flow diagram and table in Appendix B.  

AL 0) Manual – no autonomous function.  

All action and decision making is performed manually – i.e. a human controls all actions at the ship 

level. Note: systems on board may have a level of autonomy, with ‘human in/on the loop’; for 

example, pms and engine control. Straight readouts, for example, gauge readings, wind direction 

and sea current, are not considered to be decision support. 

AL 1) On-ship decision support  

All actions at the ship level are taken by a human operator, but a decision support tool can present 

options or otherwise influence the actions chosen, for example DP Capability plots and route 

planning. 

AL 2) On and off-ship decision support 

All actions at the ship level taken by human operator on board the vessel, but decision support tool 

can present options or otherwise influence the actions chosen. Data may be provided by systems 

on or off the ship, for example DP capability plots, OEM configuration recommendations, weather 

routing. 

AL 3) ‘Active’ human in the loop 

Decisions and actions at the ship level are performed autonomously with human supervision. High- 

impact decisions are implemented in a way to give human operators the opportunity to intercede 

and over-ride them. Data may be provided by systems on or off the ship. 

AL 4) Human on the loop – operator/supervisory 

Decisions and actions are performed autonomously with human supervision. High impact decisions 

are implemented in a way to give human operators the opportunity to intercede and over-ride 

them. 

AL 5) Fully autonomous 

Unsupervised or rarely supervised operation where decisions are made and actioned by the system, 

i.e. impact is at the total ship level. 

AL 6) Fully autonomous 

Unsupervised operation where decisions are made and actioned by the system, i.e. impact is at the 

total ship level. 

Assigning an AL is a complex decision that needs to recognise: 

 what is technically feasible 

 what level of risk (whether economic, safety or security risk) is presented by the proposed system 
versus the manual system 

 any legal constraints.  
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The level assigned depends on: the technical and business requirements of the client; what is being 

provided by the original equipment manufacturers (OEMs) and system integrators; and what tasks are to be 

performed by the system in comparison to the human.  

A system with a higher AL may use a lower AL system as part of its reversionary control, and a complex 

system may be a combination of multiple systems with different autonomy levels.  

In addition, when remote operation is factored in, there is a chance that there are reversionary modes 

higher up the chain to handle loss of adequate communications.  

The AL must be clearly defined and declared at the ‘design concept’ phase and understood by all 

stakeholders.  

1.1 Determining process requirements for the different ALs 

The user should follow the flow diagram in Appendix B to determine the minimum process requirements 

for each AL and ensure that the risks associated with the introduction of the technology are mitigated to a 

tolerable level. 

Starting from the ‘Business Need’ box and working down, each central box refers to the requirements 

described in each section of this document. The requirements in sections 2 to 6 apply to all autonomous 

levels; however, they are scalable to mirror the complexity of the system.   

The processes in the remaining sections (7 to 10) apply depending on which autonomous level has been 

selected during the design concept phase.  

 

2. Business need 

2.1 General requirements 

The business need goals are to be identified and will formulate the strategic directional plan of the project. 

These can be derived by mapping them to “BS ISO/IEC/IEEE 15288: 2015” technical processes.  

2.2 Goal and principles  

The goal is to assess the technical process to provide a sustainable performance, when and where needed, 

in order to meet the stakeholder requirements in accordance with specified resources. 

 

3. Design concept requiring smart ship capabilities 
(based on the business need) 

3.1 General requirements  

The design concept is to recognise the smart ship capabilities that are required. These capabilities are to be 

mapped against the business need; for example, fuel monitoring or complete autonomy.  

3.2 Goal and principles  

Based on the concept of operations (‘ConOps’) and the business need goals, the systems that are critical to 

safety or operational performance are to be ascertained.  

Two industry standards provide assurance to organisations in implementing and managing systems:  
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 ISO/IEC/IEEE 15288, Systems and Software Engineering – System Lifecycle Processes (which contains 
the framework for describing system lifecycles and lifecycle processes), and  

 ISO/IEC/IEEE 12207, Systems and Software Engineering – Software Life Cycle Processes (which can 

be used to implement software systems). 

3.3 Concept of operations 

The concept of operation for the proposed system is to be defined and understood by all. This will include 

an operation analysis, all stakeholders’ needs, the system requirements definition and the architectural 

definition.  

3.4 Context of use 

The context of use description is to include and consider the following: 

 Relevant groups are to be identified and their relationship with the proposed development described 
in terms of key goals and constraints. 

 Relevant characteristics of the users are to be identified. 

 If necessary, the characteristics of different types of users are to be defined. 

 In order to achieve accessibility, products, systems and services are to be designed to be used by 

people with the widest range of capabilities in intended user populations. 

 The goals of the users and the overall goals of the system are to be identified. 

 The characteristics of tasks that can influence usability and accessibility are to be described. 

 Any potential adverse consequences for performance, safety and security are to be identified. 

 If there is a risk that the task might be completed incorrectly, this is to be identified. 

 Tasks should not be described solely in terms of the functions or features provided by a product or 

system. 

 The technical environment, including the hardware, software and materials, shall be identified. 

 The relevant characteristics of the physical, social, organizational and cultural environment shall be 
described. 

The context of use of the system should be described in sufficient detail to support the requirements, 

design and evaluation activities. 

The intended context of use should be specified as part of the user requirements specification to clearly 

identify the conditions under which the requirements apply. 

 

4. Assessment of Risk Based Designs (ARBD) process  

4.1 General requirements 

The requirements for LR’s ARBD process can be found in Part 7, Chapter 14 of the LR Rules and further 

guidance can be found in the LR ShipRight Procedure – Assessment of Risk Based Designs.  

The process aligns with Principle 1 of “ISO 17894:2005 Ships and Marine Technology – Computer 

Applications – General Principles for the Development and use of Programmable Electronic Systems in 

Marine Applications”.  
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4.2 Goal and principles  

By following the ARBD process, clients will be able to demonstrate that they have met the requirements of 

class and fulfilled their obligations to flag states. For vessels that are unable to achieve classification by 

following traditional prescriptive requirements, the appropriate risk-based approach is followed to 

demonstrate that risks have been reduced to ALARP, using existing prescriptive requirements where 

practicable. 

4.3 Process overview 

The process is to include the following stakeholders: 

I. equipment manufacturers 

II. designers  

III. shipyards 

IV. integrators 

V. shipowners   

VI. operators 

VII. data platform and management providers 

VIII. data processing/data analytics software providers 

IX. Lloyds Register (class) 

X. flag and port states.  

The process is scalable according to the degree of novelty/deviation, design complexity and safety 

considerations. The process comprises the following stages: 

Stage 1: Design and Safety Statement 

Stage 2: Risk Assessment 

Stage 3: Revision and Supporting Studies 

Stage 4: Final Design Assessment. 

 

5. Human-system considerations 

5.1 General requirements 

A human-centred approach is required for system development and operation. The requirements in this 

section are mapped to the standard ISO 9241-210 Human-centred design for interactive systems. 

5.2 Goal and principles  

The goal is to provide a structure to enable a human-centred approach to be adopted, thus ensuring the 

human element issues inherent in a cyber-enabled ship are adequately addressed and the associated risks 

are ALARP. 

The principles of human-centred design (as tailored for marine use) are: 
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 an explicit description of the operational concept that reflects the context of use 

 early, continuing, effective crew input 

 continuous improvement, learning from experience, trials or prototypes 

 the matching of systems to people and tasks, encompassing the user experience 

 multi-disciplinary teamwork. 

5.3 Activities 

These principles are achieved by: 

• assessing the plan of the human-centred design 

• understanding the context of use 

• specifying the user requirements 

• producing design solutions based on ergonomic principles. 

The implementation and assessment of organisational capability required in these activities throughout the 

lifecycle of a ship and its systems described below.   

5.4 Planning human-centred design 

The following human element issues need to be considered and addressed for cyber-enabled ships:  

 The seafarer needs to be trained to understand what it means to work on a cyber-enabled ship. The 

human is the front line of cyber security.  

 Design of equipment and systems needs to take into account the changed expectations placed on 
the users to operate the systems, maintain security, and diagnose failures and other problems. 

 The jobs of seafarers and shore staff need to be assessed to take account of new or changed 
responsibilities, including security, support and maintenance of software-intensive systems.  

 The cumulative effect of all changes on the safe and effective performance of seafarers and shore 
staff needs to be considered in terms of performance, situational awareness and training.  

 The operation of the ship needs to be monitored to ensure that the human component of the smart 
systems is performing safely, securely and effectively and that adequate maintenance is being carried 
out.   

Human-centred design must be planned and integrated into all phases of the product lifecycle. 

Those responsible for planning the project shall consider the relative importance of human 

factors/ergonomics in the project by establishing an early understanding of the following human element 

issues for the system: 

 how usability relates to the purpose and use of the product, system or service 

 the levels of the various types of risk that might result from poor usability 

 the nature of the development environment. 

The planning of human-centred design shall include: 

 identifying appropriate methods and resources for the activities described in 6.4.  

 defining procedures for integrating these activities and their outputs with other system development 
activities 
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 identifying the individuals and the organisation(s) responsible for the human-centred design activities 
and the range of skills and viewpoints they provide 

 developing effective procedures for establishing feedback and communication on human-centred 
design activities as they affect other design activities and “trade-offs”, and methods for 
documenting outputs from these activities 

 agreeing on appropriate milestones for human-centred activities that are integrated into the overall 

design and development process 

 agreeing on suitable timescales to allow iteration, use of feedback and possible design changes to be 
incorporated into the project schedule. 

The plan for human-centred design shall form part of the overall system development project plan. 

To ensure that it is followed through and implemented effectively, the plan for human-centred design 

should be subject to the same project disciplines (for example, responsibilities, change control) as other key 

activities. 

The human-centred design aspects of the project plan should be reviewed and revised appropriately as 

requirements change throughout the life of the project. 

Project planning shall allocate time and resources to the human-centred activities. 

The plan shall include time for iteration and incorporating user feedback, and for evaluating whether the 

design solution satisfies the user requirements. 

Additional time should be allocated to communication among design team participants and to reconciling 

potential conflicts and trade-offs that involve human–system issues. 

Human-centred design activities should start at the earliest stage of the project. 

5.5 Specifying the user requirements 

Identifying user needs and specifying the functional and other requirements for the product or system shall 

be extended to create an explicit statement of user requirements in relation to the intended context of use 

and the business objectives of the system. 

If it is known that the proposed interactive system will affect organisational practice, the development 

process should involve organisational stakeholders in the design process with the aim of optimising both 

the organisational and technical systems. 

 User and other stakeholder needs should include what users need to achieve (rather than how) and 

any constraints imposed by the context of use. 

The user requirements specification shall include: 

 the intended context of use 

 requirements derived from user needs and the context of use 

 requirements arising from relevant ergonomics and user interface knowledge, standards and 
guidelines 

 usability requirements and objectives including measurable usability performance and satisfaction 
criteria in specific contexts of use 

 requirements derived from organisational requirements that directly affect the user 

Potential conflicts between user requirements should be resolved. 
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The rationales, the factors and the weighting of human–system issues for use in any trade-offs should be 

documented so that they can be understood in the future. 

The user requirements specification should be: 

 stated in terms that permit subsequent testing 

 verified by the relevant stakeholders 

 internally consistent. 

5.6 Producing design solutions based on ergonomic principles 

Production of design solutions should include the following sub-activities: 

 designing user tasks, user-system interaction and user interface to meet the user requirements, 
taking into consideration the overall user experience 

 making the design solutions more concrete 

 altering the design solutions in response to user-centred evaluation and feedback 

 communicating the design solutions to those responsible for their implementation. 

The following principles should be taken into account when designing interactive systems: 

 suitability for the task 

 self-descriptiveness 

 conformity with user expectations 

 suitability for learning 

 controllability 

 error tolerance 

 suitability for individualisation 

 support secure operation. 

Designing the interaction should include: 

 making high-level decisions 

 identifying tasks and sub-tasks 

 allocating tasks and sub-tasks to user and other parts of system 

 identifying the interaction objects required for the completion of the tasks 

 identifying appropriate dialogue techniques 

 designing the sequence and timing (dynamics) of the interaction 

 designing the information architecture of the user interface of an interactive system to allow efficient 
access to interaction objects.  

Ergonomics and user interface knowledge, standards and guidelines should be used to inform the design of 

both hardware and software of the user interface. 

The level of detail and realism [of prototypes] should be appropriate to the issues that need to be 

investigated. 

Feedback from evaluation should be used to improve and refine the system. 
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The costs and benefits of proposed changes should be evaluated and used to inform decisions about what 

will be modified. 

Project plans should allow sufficient time for making the changes as a result of such feedback. 

There should be some sustained channel of communication between those responsible for human-centred 

design and other members of the project team. 

When design solutions are communicated, they should be accompanied by an explanation and justification 

of the design decisions, especially where trade-offs are necessary 

The communication of details of the design should take account of the constraints imposed by the project 

and the project team's knowledge and understanding about ergonomics and user interface design. 

User-centred evaluation (evaluation based on the user's perspective) is a required activity in human-centred 

design. 

Even at the earliest stages in the project, design concepts should be evaluated to obtain a better 

understanding of user needs. 

If user-based testing is not practical or cost-effective at a particular stage of a project, design solutions 

should be evaluated in other ways. 

5.7 Alert management  

The primary goal of alert management is to ensure that critical faults and failures are detected and 

appropriate alerts and actions are instigated to prevent escalation or minimise their impact.  

Alarms and warnings associated with machinery and equipment required to satisfy this sub-section are to 

be categorised according to the urgency and type of response required by the crew, as described in the 

IMO Code on Alerts and Indicators, 2009. The assignment of a category to each alert is to be evaluated on 

the basis not only of the machinery or equipment being monitored, but also the complete installation. 

Categories not included in an alarm system may be omitted from the system design. Details of alternative 

alert management proposals supported with evidence of service experience may be submitted for 

consideration to LR. 

The information presented to operators (on board and shore side) needs to be rationalised. Information is 

to be presented in a suitable format. 

A prescriptive specification is required, demonstrating a usable and safe alert system design. This is to 

include and display only the necessary and sufficient pieces of data in a given operational context of the 

ship and in a specific operating state of the machinery. Firstly, a document analysis is required to identify 

the data provided by manufacturers. Secondly, the involvement of ship and shore engineers for 

understanding what their needs are in terms of data is required. Evidence is to be submitted to 

demonstrate that the proposed approach to selection and prioritisation has followed this approach. 

5.8 Evaluation in use 

User-centred evaluation should involve: 

 allocating resources both for obtaining early feedback to improve the product, and later for 
determining if requirements have been satisfied 

 planning the user-centred evaluation so that it fits the project schedule 

 carrying out sufficiently comprehensive testing to give meaningful results for the system as a whole 

 analysing the results, prioritising issues and proposing solutions 
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 communicating the solutions appropriately so that they can be used effectively by the design team. 

To obtain valid results, the evaluation should be carried out by experienced evaluators. 

To obtain valid results, the evaluation should use appropriate methods. 

Resources for evaluation should be allocated both to obtain early feedback with which to improve the 

product, and, at a later stage, to validate whether the user requirements have been satisfied. 

The extent of the latter (summative) evaluation should depend on the extent of the risks associated with 

not meeting requirements. 

When prototypes are being tested, users should carry out tasks using the prototype rather than just be 

shown demonstrations or a preview of the design. 

A human-centred design process should include long-term monitoring of the use of the product, system or 

service. 

Criteria and measurements for long-term monitoring should be sensitive enough to identify system failure 

or system problems (for example, security issues) as early as possible. 

 

6. Network and communications considerations 

6.1 General requirements 

Network and communication requirements are to be derived from the ConOps and the context of use 

detailed in section 3.4. The derivation of communication requirements is to be an integral part of the 

system engineering processes to ensure that the needs of all networks and communications users are 

considered. 

Communications infrastructure is to be provided that satisfies the communications requirements and: 

 has the capacity to handle the required traffic plus a margin for expansion and overload (to be 

determined through analysis of the system design) 

 is resilient to failures and damage to the extent necessary for the criticality of the information that it 
is carrying 

 can provide security protection for the data carried to the extent necessary for the sensitivity of the 
information it is carrying 

 is resistant to unauthorised and unintended usage 

 has the capability to provide information about its performance and support the data non-

repudiation requirements 

 has an appropriate network management system which defines the processes, rules and strategies to 
monitor, control and manage the data communications network. 

6.2 Goal and principles  

The goal for network and communication systems is to ensure that a service is provided to the systems on 

and off ship that meets the safety, traffic and security requirements required to operate the vessel in 

accordance with its concept of operations. 

6.3 One or two-way communication 

In one-way communication, information is transferred in one direction only, from the sender (the ship) to 

the receiver (shore side). There isn't any opportunity for the receiver to give feedback to the sender. 
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Consideration should be given to the fact that any connection could be vulnerable to cyber-attack: suitable 

mitigation measures should be identified. 

The way in which one-way traffic is achieved needs to be declared and assessed. LR needs to be sure it is 

truly one way and not a potential security threat.  

Two-way communication allows for the receiver to send and transfer data, and commands data between 

ship and remote connection.  

The manufacturers are to declare the option of one or two-way communication. The threat posed by the 

communication channel is to be accepted by the shipowner, who will then incorporate the requirement 

into the concept of operations and ensure that the access provided is managed effectively and that the 

overall risk (from a safety and security perspective) to the system is reduced to an acceptable level during 

the ARBD process. 

6.4 Communications bearer bandwidth 

The bandwidth provided by modern satellite communications must be suitable for operation to ensure that 

safety or business critical systems take priority when needed. The priority of use is to be assessed to ensure 

that the data properties as listed in the Data Safety Guidance [1] are not compromised and to ensure 

efficiency.  

6.5 Information interfaces (portable media, network connections and configurations)  

The network connectivity between the maritime technical infrastructure and the ship’s hotel network and, 

by extension, remote access from shore-based entities is to be identified. Any threats and vulnerability to 

malicious attacks are to be assessed and mitigation is to be devised and implemented. Note: the mitigation 

may be a mix of system features and operational procedures. If hotel, bridge and engineering systems share 

a network, or if a single network is configured as a number of VPNs, then the risk is greater than if they are 

separate. This risk is to be evaluated and mitigated during the ARBD process.  

6.6 Service provider outages 

An outage (power or communications loss) of the service provider may occur during remote access. This 

could also occur due to a number of other reasons such as atmospherics, spoofing or jamming. 

Interference may also be caused by soot on the dome reaching critical levels, direction of travel, or going 

out of footprint. This is to be evaluated and mitigated during the ARBD process.  

 

7. Integrated software intensive system assessment  

7.1 General requirements 

The integrated software intensive system assessment is required to provide improved features, performance 

and efficiency for ship operation from integration of ship’s systems.  

Software is to comply with LR’s Provisional Rules and Regulations for Software to be used in Naval Ships, 

January 2016. 

The Integrated Software Intensive System assessment is subject to compliance with the Rules and 

Regulations for the Classification of Offshore Units, Part 3, Chapter 15. 
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7.2 Goal and principles 

The goal is to ensure that processes for implementation of system design and integration are adhered to 

for an integrated software intensive system.  

7.3 Software requirements 

The use of software as an implementation technology for an engineering system is not to compromise 

compliance with the Rules that apply to that engineering system. 

LR’s Provisional Rules and Regulations for Software to be used in Naval Ships, January 2016 apply to the 

production of software for the implementation of relevant hazard requirements. Any other requirements 

are not within the scope of these Rules. Assessment of software independently of the engineering system is 

not within the scope of these Rules. This definition includes all software regardless of the device on which it 

is stored or executed, or whether it is designed to have user interaction. 

7.4 Integrated software intensive system 

The interfaces must be identified to achieve the required level of control and protection; this includes 

defining the boundaries of the sub-system, interfaces and operational requirements. For a complex 

integrated system it is a key objective to manage the project and the relationships. Involving the relevant 

classification society at an early stage is crucial to provide an opportunity to identify non-compliant issues 

and to evaluate the system and its integration. 

The Integrated and Software Intensive Systems are to be identified using a risk assessment technique to a 

recognised national or international Standard, such as those detailed in “IEC/ ISO 31010 Risk Management 

– Risk Assessment Techniques”. 

The risk assessment is to demonstrate that suitable risk mitigation has been achieved for all normal and 

reasonably foreseeable abnormal conditions. The scope of analysis required for each system is defined and 

in the respective parts of the Rules, as follows. 

A reasonably foreseeable abnormal condition is an event, incident or failure that:  

 has happened and could happen again 

 has not happened but is considered possible  
(where the likelihood is considered extremely unlikely or the consequences are trivial, and no further 
prevention or mitigation action is to be taken, then this is to be justified) 

 is planned for (for example, emergency actions cover such a situation, or maintenance is undertaken 
to prevent it).  

These conditions should be identified by:  

 using analysis processes that are capable of revealing abnormal conditions  

 employing a mix of personnel to apply the processes, including designers, operators who carry out 

maintenance, those with relevant domain knowledge and understanding, and competent safety/risk 
professionals 

 referencing relevant events and historic data, and  

 documenting the results of the analysis.  

The risk assessment is to be organised in terms of systems and function. The effects of system failures or 

damage at stated level and at higher levels are to be analysed to determine the effects on the system as a 

whole. Actions for mitigation are to be determined.  

The risk assessment is to:  
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a) identify the system or sub-system and their modes of operation and the equipment 

b) identify potential failure modes and damage situations and their causes  

c) evaluate the effects on the system of each failure mode and damage situation 

d) identify measures for reducing the risks associated with each failure mode 

e) identify measures for failure mitigation, and  

f) identify trials and testing necessary to prove conclusions. 

System integration is to be managed by a single designated party, and is to be carried out in accordance 

with a defined procedure identifying the roles, responsibilities and requirements of all parties involved.  

Where the integration involves an impact on the business need, control functions for essential services or 

safety functions, including fire, passenger, crew, and ship safety, a Failure Mode and Effects Analysis (FMEA) 

is to be carried out in accordance with IEC 60812, or an equivalent and acceptable national or international 

standard, and the report and worksheets submitted for consideration. The FMEA is to demonstrate that the 

integrated system will ‘fail-safe’ (see Pt 6, Ch 1,2.4.6 and 2.5.4 of the LR Rules for Ships) and that essential 

services in operation will not be lost or degraded beyond acceptable performance criteria where specified.  

Network segregation is to be demonstrated to mitigate unauthorised network access and to limit further 

access across the network. This therefore protects critical systems from a cyber-attack.  

7.5 Hardware 

Details of sensor/monitoring/data system diagnostics, including particulars to verify and validate (monitor 

and test) the performance of monitoring, diagnostics and data platforms, is to be provided to LR. The 

sensor range/sensitivity/ accuracy/ resolution are to be agreed by the stakeholders. The signal processing 

must match the sensor, i.e. the sampling frequency is appropriate to the maximum frequency of interest.  

Components are to be located with appropriate segregation so that the risk of mechanical damage or 

electromagnetic interference resulting in the loss of both active and standby components is minimised. 

Duplicated data communication links are to be routed to give as much physical separation as is practical. 

All components (mechanical and electrical), instrumentation and data hardware are to be Type Approved in 

accordance with LR’s Type Approval System or in compliance with an applicable international or national 

standard and the application of an acceptable quality management system. 

When assessing the criticality at the system and sub-system level, consideration needs to be given to the 

physical and functional redundancies. Potential vulnerabilities may exist where there is a reliance on 

firmware or embedded software used in a component which is not obvious. Embedded software is to 

comply with the requirements of section 7.4. Threats to the total system may come from a lack of 

adequate control, or understanding of, the component supply chain or through capabilities designed into 

the component to enable in-service upgrades to the firmware/ embedded software. 

 

8. Data assurance assessment 

8.1 General requirements 

The data assurance assessment is required to establish and mitigate the risks of identified data properties so 

that the system operates in a safe manner. There are various data property types which are to be identified. 
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Safety-related data that contribute to, are used by, produced by or affected by business critical, essential 

services or safety critical systems are to be ascertained. 

8.2 Goal and principles 

The goal of the data assurance assessment is to identify the trustworthiness of the data.   

8.3 Integrity 

Integrity is the property that defines whether data is correct, true and unaltered.  

Data integrity needs to be maintained for the production and life of the data to which it relates. There are 

design and security considerations that need to be taken into account when establishing and maintaining 

integrity.   

The design considerations include the use of data structures that support intrinsic data integrity, such as 

multi-bit data storage for equipment state data (for instance, using 8 bits of data to store 8 separate valid 

states rather than a 3 bit number representing 0-7; the former allows you a greater opportunity to 

determine an invalid data pattern which might be caused by corruption of the data, by whatever 

mechanism – a single bit error of the latter cannot be determined because all states of the 3 bits are valid). 

The security considerations relate to ensuring that suitable protection features are included at all stages of 

the production, communication, storage and retrieval of the data. As a minimum there is a need for 

applications to: manage the initial compilation of data; protect the data from unauthorised or unintentional 

change; and/or to recognise when such changes have occurred and respond appropriately. Implementing 

these features typically include requirements to control authorisation access and the physical network, 

including the network terminals and environmental factors. 

Data integrity has to be managed for the life of the system, including through design and implementation; 

all phases of operation; all levels of degraded mode operation; and when changes are made to the system. 

8.4 Data properties that preserve safety 

Certain data properties help maintain the safety of the system or the operation of the vessel to which the 

system contributes. Most computer-based systems are designed with the ability to configure and tune the 

operation of the system to meet operational needs and to match the equipment it interfaces with. Typically, 

some configuration parameters are pre-set to values decided by the designers, while other parameters are 

often changeable by operational and maintenance staff within defined limits. The value of pre-set 

parameters and the limits of permissible change (often different for operators and engineering staff) are to 

be determined through suitable analysis in order to establish and maintain safe and reliable operation of 

the equipment and the vessel.    

The preservation of this safety data should be designed into the system. Often protection is provided by 

levels of authorisation which are password protect at the user interface level. For vessels with off-ship 

connections, the vulnerabilities of the safety data changes that bypass normal user interface control 

mechanisms should be identified and mitigations should be put in place.  

8.5 Data availability 

Data availability is the degree to which data is accessible when it is required. Typically, this is a concern 

when an application is making use of communications and or storage that is provided as a service outside 

the direct control of the application. However, availability is also an issue for more conventional and smaller 

system architectures where the communications infrastructure may lack the capacity to manage maximum 

loading or is otherwise susceptible to interruption. 
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The move towards the use of satellite communication to access remote information or to provide a degree 

of remote control of a ship from shore makes data availability particularly important for smart ships. 

When considering the types of events that would limit data availability, malicious attempts to cause 

interruption should be considered. 

During the concept and design stage of a system’s development, proper consideration must be given to 

specifying the data availability requirements and strategies for managing situations where data availability is 

limited. These strategies could include architectural or detailed design solutions such as redundancy of 

communication channels or alternative operational approaches such as manual intervention. 

The adequacy of the provisions for managing data integrity can be assessed during the design phase and 

should include evaluating how the threats to data integrity have been determined; what specific design 

features have been included; what level of assurance has been applied to the data preparation; and the 

data management features of the application.  

8.6 Data authentication 

Data authentication is the process of confirming that data being received is the data intended and that it 

comes from a legitimate source. Two important aspects that need to be considered are:  

 data coming from remote sources, such as a shore-based facility; and  

 the timing or sequence of received data.  

In the first case, problems could be caused accidentally, by requesting information from the wrong source, 

or maliciously, for example through interception of a request and deliberate misdirection to a false data 

source. This situation is likely to arise through poor system design and lack of understanding of the 

communication infrastructure. 

Data authentication solutions should consider the use of secure protocols for data transmission, advanced 

identification techniques, and methods that seek to validate sources of information. 

8.7 Data confidentiality 

Data confidentiality keeps data private to defined and authorised users.  

Consideration is to be given to:  

 data confidentiality vulnerabilities while data is in storage and during external transmission (network 
and physical) 

 physical security; and 

 how to manage confidentiality of decommissioned systems or components.  

8.8 Data authorisation 

Authorisation is primarily about managing access to systems producing, managing or using data.   

Consideration is to be given to the use of multi-level permissions. 

Encrypting data provides authorisation controls by virtue of the need to know the encryption key. 

8.9 Non-repudiation 

Non-repudiation is a feature that allows system actions and changes to data to be interrogated after an 

event to demonstrate what actually occurred during the event. This feature importantly allows forensic 
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investigation to be carried out, both for the purposes of understanding and eliminating vulnerabilities, and 

for prosecutions in the case of attacks. 

8.10 Data storage 

How data is stored and processed is to be analysed; this will include the amount of data held and where 

that data is stored. Access to the data will be required to be controlled and monitored. 

The storage medium must be chosen correctly for the properties of the data that need to be stored.  

A private or public cloud may be chosen for data storage; however, consideration must be given to the 

level of integrity and the confidentiality of the data.   

8.11 Access rights 

Access rights are to be defined and agreed.  

 

Access permissions should be reviewed at intervals.  

 

 

9. Configuration management assessment 

9.1 General requirements 

Configuration management assessment is required to satisfy LR’s Rules and Regulations for the 

Classification of Ships, Part 6, Chapter 1, Section 1.4 and is to comply with the Lloyd’s Register 

configuration management procedure, shown in Figure 1 and described in more detail in section 9.3.    

Configuration management records are to satisfy the requirements of “ISO 10007:2003: Quality 

management Systems – Guidelines for Configuration Management” to demonstrate the traceability of the 

proposed modification. An alternative standard acceptable to LR may be used during the production of 

software and to ensure the traceability of the proposed modification.  

9.2 Goal and principles  

The goal of configuration management is to monitor network and system configuration information so that 

the effects on network operation of various versions of hardware and software elements can be tracked 

and managed throughout the lifecycle of the system. 

Increasingly, ships are being left with seriously degraded or no capability because of incompatibility 

between different elements of integrated systems. Managing the status of, and changes to, software 

within programmable electronic systems (PES) on board ships is fundamental to achieving properly 

integrated systems.  

Implementing configuration management is an important element of minimising the cost of ownership. For 

in-service vessels, implementing configuration management will return control of PES to a ship’s owner, 

specifically removing the financial consequences of unilateral and poorly considered changes by suppliers. 

More generally, for both new and in-service vessels, effective management of change (part of configuration 

management) reduces system errors and, importantly, integration errors, improving the effectiveness of 

mitigation against loss events. 

9.3 LR’s configuration management procedure 

LR’s configuration management procedure is specifically tailored to the needs of shipowners and operators, 

and has been guided by ISO 10007. The nature of the procedure (in so far as there is no development of 

systems and all development work or changes are carried out by the equipment suppliers) has been taken 
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into account. The procedure therefore addresses configuration management planning, configuration 

identification, change control, and configuration audit only.   

Items that are required to be held under configuration control are referred to as configuration items (CIs).  

The model assumes that:  

 all CIs are defined and recorded in a database 

 all documents and records related to the configuration items are in existence and available 

 staff with the competence and authority to assess and approve requested changes are available. 

There are two entry points into the model, one for systems that will be installed on the ship as part of the 

original shipbuilding process and one for changes arising once systems have been integrated with other 

systems or been put into operational use. The processes combine before starting development of the new 

system or change, and then follow the same process to completion. 

 

Figure 1: LR’s configuration management procedure 
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10. System security assessment 

10.1 General requirements 

The system security assessment is required to identify potential cyber-security threats and should use the 

National Institute of Standards and Technology (NIST) “Framework for Improving Critical Infrastructure 

Cyber Security”. 

“ISO27001: 2013 Information technology – Security Techniques – Information Security Management 

Systems” provides assurance to organisations in implementing the system security assessment. An 

acceptable and relevant alternative national standard may be accepted as meeting the requirements, in 

which case evidence of compliance is to be submitted for consideration. 

The evidence collated from the checklist in Appendix C will support the system security assessment. 

10.2 Goal and principles  

The goal is to ensure the total system, ship, communications links and off-ship facilities and services do not 

compromise the safety of the vessel, or the capability of the vessel to fulfil its ConOps. 

The following principles are applied to achieve this: 

 Assessment of the threats to the system as either:  

 benign 

 malicious. 

 Assessment of the vulnerabilities of the system, such as: 

 access 

 hardware 

 software 

 connections between systems. 

 Assessment of the risk of unauthorised cyber access and review of the consequences and probability. 

 Review of the proposed security practices that should be applied in accordance with recognised 
national or international standards.  

 Review against the IEC61508 lifecycle.  

10.3 Internal IT security policy 

An internal IT policy includes network access and system access policies which are to be adhered to by all 

personnel. An internal IT security policy reduces the risk of a cyber-threat. This policy is to be reviewed. 

10.4 Threats 

Potential threats must be identified and de-risked as part of the cyber system integration process. This can 

be assisted by the careful procurement and contribution of knowledge and experience from a variety of 

sources, including industry and academia. The following targeted and untargeted threats should be 

included in risk analysis of cyber-enabled systems. 

1. Social Engineering 

A non-technical method in which hackers utilise human interaction, sometimes by the means of 

social media to reach their objective of getting them to break the security procedures which have 

been put into place by the organisation. 
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2. Phishing  

Used to obtain information such as usernames, passwords and personal information. This may be 

done by sending emails to personnel or by providing a false website or hyperlink. 

3. Water holing 

An attack which is usually done by an organisation. The attacker observes a particular website used 

by the victim and then compromises the website or establishes a fake website.  

4. Ransomware 

A type of malware which encrypts data on a particular system trying to force the victim to pay a 

ransom to decrypt the vital information on the system so that they can gain access. 

5. Scanning 

Used to attack large numbers, this method of cyber-attack is used to identify hosts on a network to 

obtain IP addresses to find out if they link them to live hosts which are used as a way of gaining 

access.  

6. Spear-Phishing 

Very similar to phishing, this targeted attack is directed at one person and is usually done by an 

email that looks like it is from a legitimate company or someone that the victim knows. 

7. Deploying a botnet 

A bot can be a single system infected with malicious software/code and a collection of bots form a 

botnet which is controlled by the commands of the botnet controller delivering a Distributed Denial 

of Service (DDoS). 

8. Subverting the Supply Chain 

This attack is a way to sabotage, maliciously introduce unwanted function, or otherwise subvert 

the design integrity, manufacturing, production, distribution, installation, operation, or 

maintenance of an item of software or hardware which has been distributed to a particular ship or 

company. 

10.5 Demonstration of the NIST Framework: identify, protect, detect, respond and 
recover 

It is documented by the NIST Framework for Improving Critical Infrastructure Cyber security that five 

functions are to be used to organise the core activities of the framework: identify, protect, detect, respond 

and recover. As used for any incident management method it identifies key elements which are required to 

be covered during the risk assessment process such as focussing on the threats, protecting the system from 

those threats and preparing to allow a timely response in the event of a cyber-attack. 
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Appendix A 

Definitions 

Relevant Hazard Requirements 

Software requirements which cover how the software mitigates a Relevant Hazard Cause, including, but not limited 

to: 

a) specific functional behaviour to mitigate Relevant Hazard Causes, fault indications, accuracy and response 

times; 

b) what it must not do; and 

c) the degree of reliance placed on the achievement of the Relevant Hazard Requirements. 

A Relevant Hazard Requirement can be separated into components corresponding to sub-systems, each of which is 

itself called a Relevant Hazard Requirement. 

Impact analysis 

The analysis of the effects of a proposed change on existing ship’s systems.   

 

References 
[1] The Data Safety Initiative Working Group (DSIWG) ‘Data Safety Guidance’ January 2016. 
 
Further information and reading 
The Human-Centred Approach, A Best Practice Guide for Equipment Manufacturers sections 4.1 and 4.2.2. 

IMO MSC Circ. 1512 Guideline on Software Quality Assurance and Human-Centred Design for e-Navigation. 

ISO 9241-210 Human-centred design for interactive systems 

Annex B of this standard includes a checklist for assessing applicability and conformity with the requirements and 

recommendations of this standard. 

ISO 9241-110 Dialogue principles 
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Appendix B 

Flow chart showing LR framework for acceptance of cyber-enabled systems  
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Appendix C 

System Security Assessment – Evidence Checklist 

The evidence collated from this checklist will support the system security assessment. This checklist is based on the 

one contained in the working document, Measures to Enhance Maritime Security – Measures Aimed At Improving 

Cybersecurity On A Ship, submitted to the IMO’s 96th Maritime Safety Committee session. 

No. Evidence required Comment 

1 A copy of the ship operator’s information 

technology security policy  

 

2 Name of ship operator’s information technology 

department head 

 

3 Name of information systems manager on board  

4 A copy of the information systems risk analysis, if 

held 

 

5 Architecture diagram of the network and 

communications system 

 

6 Does the ship's information system undergo 

remote maintenance? 

 

7 Location of the information technology systems 

for navigation management  

 

8 Location of the vessel's platform management 

information technology systems  

 

9 Location of the ship's cargo management 

information technology systems  

 

10 Are the networks employed for navigation, 

maintenance and propulsion of the vessel 

connected to the Internet? 

 

11 Is it possible to connect to these networks via a 

USB port? 

 

12 Does the vessel have information system 

protection systems? 

 

 

13 Is data entered into the information system via 

USB ports subjected to analysis by an antivirus or 

similar system? 

 

14 Does the vessel have a Wi-Fi network?  

15 Is the Wi-Fi network secured and, if so, by what 

algorithm? 
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16 Are files downloaded from the internet or 

received by e-mail opened or executed 

automatically? 

 

17 Are files downloaded from the internet or 

received by e-mail always analysed by antivirus 

software? 

 

18 Is it physically possible to connect personal devices 

to the vessel's information system? Is it 

authorised? 

 

 

19 Is access to the vessel's sensitive services password 

protected? 

 

20 Is the frequency of password changes specified?  

21 Are passwords complex?  

22 Are passwords stored in an IT storage tool?  

23 Are the software products used by the vessel 

regularly updated? 

 

24 Are updates downloaded from the software 

developers' official websites? 

 

25 Is there a centralised management system for user 

accounts and administrator accounts on board the 

vessel? 

 

26 Is access to the internet or consultation of 

electronic messages possible from an 

administrator account? 

 

27 Are there anonymous or generic (trainee or 

contact) log-in accounts with access to the vessel's 

IT network? 

 

28 Is there a specified frequency for IT data backups?  

29 Is there a continuity plan for working in 

downgraded mode in the event of an incident? 

 

30 Is there an obligation to identify the cause of an 

incident when one occurs? 

 

31 Is there surveillance for ‘abnormal’ events 

affecting the information system (for example, 

massive data transfers, log-in attempts)? 

 

32 Has the vessel already suffered the consequences 

of a cyber-attack? 

 

33 Are there inspections or checks on the vessel's 

information systems security? 
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